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Of course, we all understand that taking care of our environment is a positive thing
to do, but Farrar believes there are really two reasons to do so. First and foremost,
reducing the impact of businesses (and individuals) on the environment can only
contribute to the health of the planet and the people on it. Also important, though,
is creating a competitive edge in hiring new employees. Companies like The Stan-
dard tend to attract employees who share their vision. 

Not only does The Standard’s emphasis on green initiatives make it easier to hire
and retain like-minded employees, but Farrar believes that employees who are
enthusiastic about their company’s values produce more and better results. 

Green is also a favorite color at The Standard wherever they have employees, Farrar
says. “This (kind of movement) is something that’s happening everywhere. Portland
certainly has a lead on it. But the benefits that we’re offering to Portland employ-
ees, those are available for the most part to employees across the nation. Of course,
that depends on the infrastructure that’s available in their city, and we can’t really
influence that. But where alternatives are available, we encourage them.”

Corporate Social Responsibility and Ethics

Why Ethics Programs Fail and How to Help Yours Succeed

Lack of leadership buy-in, limited resources, and a misconception that certain
decisions are solely business issues are among the common problems that derail
workplace ethics programs, says Dr. Patricia Harned, president of the Ethics
Resource Center (ERC). Harned says the generally accepted definition of an effec-
tive ethics and compliance program encompasses six key components outlined in
the Federal Sentencing Guidelines, used by federal judges to evaluate whether a
company has an effective program in place:

1. Written standards of ethical workplace conduct

2. A way for employees to report ethical misconduct anonymously

3. Ethics training for all employees and board members

4. A specific office, telephone line, e-mail address, or website where employees
can ask ethics-related questions

5. Evaluation of ethical conduct as part of employees’ regular performance
appraisals

6. Discipline for those who commit ethics violations

Harned offers a few tips to help HR and ethics professionals work together to 
promote an effective program:

Establish a Code of Ethics 

For senior management and HR executives of many small companies, it may seem
a formidable task to undertake the development of a code of ethics. However, con-
structing one may have long lasting, positive effects on the business culture in your
organization. It may also enhance your employees’ dedication and commitment to
their work and positively influence their behavior in the workplace. 
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A code of ethics illustrates for customers, employees, and the community your
organization’s expectations for corporate conduct. The code of ethics becomes the
game plan from which employees can develop appropriate business strategies,
and managers can implement work policies and procedures. 

The basis for the code of ethics should be the standard to which the organization
aspires to reach and wishes to be measured against. For example: 

“Our organization will put its customers first in respect to both service and
the quality of the products that we sell.” 

A code of ethics can be specific, denoting purposeful, detailed statements requir-
ing adherence on the part of management and employees. Or, it can be more gen-
eral. For example: 

“We will respect every customer and every employee as a valued and equal
individual with whom we interact every day, regardless of the rank of the
employee or the amount of the customer’s business that we can expect to
fulfill. We will stand behind the quality and value of the products that we
produce and will be honest and forthright in our communication with cus-
tomers, employees, and the community.”

One helpful resource that can be used by employers in developing their own code
of ethics was developed by the U.S. Department of Commerce nearly a decade ago.
This document encourages businesses to “adopt a code of conduct for doing busi-
ness around the world.” The basic principles suggested by the Department were
the following:

� Provision of a safe and healthy workplace 

� Fair employment practices, including avoidance of any type of discrimination 

� A maintained responsibility for environmental protection and practices 

� Compliance with laws promoting good business practices and ensuring fair
competition 

� Maintenance of a corporate culture that respects free expression consistent
with legitimate business concerns and does not condone political coercion in
the workplace; that encourages good corporate citizenship and makes a posi-
tive contribution to the communities in which the company operates; and
where ethical conduct is recognized, valued, and exemplified by all employees 

Promoting the code. The CEO may introduce the new company code of ethics
with great fanfare to all staff at an employee meeting, and HR may post it in promi-
nent areas throughout the firm’s location(s). After the initial introduction of the
code, it should be presented to all new employees during employee orientation, or
even to employment candidates during the recruitment and interviewing process.
Senior management should require that each employee review the code of ethics
and sign a statement that requires him to agree to follow the code. 

Reviewing the code. Once a code of ethics has been put into place, HR execu-
tives and senior leadership should review the code on an annual basis and solicit
employee feedback with a mechanism such as an anonymous employee survey or
discussion facilitated by an objective outside resource. Such practices allow
employees to share their experiences with adhering to the code of ethics and their
observation of other employees and managers regarding their ethical behavior. 
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Adjustments and changes to the code may be implemented as necessary to reflect
any changes in the firm’s structure, business strategies, or in response to changes in
the business environment. In addition, regular conversation about the code should
be commonplace in department meetings and ongoing employee training. A code
of ethics should not be a statement that is developed and put on the shelf. It
should become a living document that is followed every day.

Other statements on ethics. In addition to an ethical code, employers may wish
to integrate ethics standards into other company messages and policies. The fol-
lowing are some other ethical messages your company might want to communi-
cate in company publications, handbooks, and training and orientation sessions: 

� All company stakeholders (employees, management, stockholders, vendors,
etc.) share the common goal of delivering the highest quality product or serv-
ice on time and on budget.

� Individuals are responsible and accountable for their actions and behavior as
they relate to colleagues and the organization as a whole.

� Fairness is a company focus requiring commitment and cooperation among
all interest groups.

� Illegal, immoral, and questionable behavior in the workplace will not be 
tolerated.

� Good manners and respect for all other employees and customers are
expected at all times.

It is important to note that just saying that the company is committed to high 
ethical standards isn’t enough; the standards must be communicated frequently,
clearly, and consistently. 

Best Practice: Building Playgrounds 

Organizational leaders and HR executives partner with KaBOOM!, headquartered
in Washington, DC, to build playgrounds in communities around the United States,
Canada, and Mexico. “We don’t build playgrounds by ourselves; we build them in
partnership with corporations in communities across the country whose employ-
ees provide the sweat equity,” explains KaBOOM! CEO Darell Hammond.

“KaBOOM! is the national nonprofit that empowers communities to build play-
grounds,” its company literature explains. “We passionately believe that play has
purpose, and that unstructured play in particular helps make children happier, fit-
ter, smarter, more socially adept, and creative.”

In 1995, when Hammond was 24 years old, he read a news article in the Washington
Post about two children who suffocated and died while playing in an abandoned
car with dolls on a very hot day. “I said, ‘this can’t happen.’ And the idea for
KaBOOM! was born. There wasn’t a playground within miles of where they lived,
and we built a playground. This [KaBOOM!] is about giving kids hope, confidence,
and the feeling that possibilities exist.” 

Hammond explains that KaBOOM! always partners with companies that support
the playground builds, often financially and always with employee volunteers.
KaBOOM! also partners with local nonprofit organizations that provide services to
children, which generally own the property where the playground will be located
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and sometimes help with fundraising. He notes that the playgrounds are cus-
tomized, based on the dreams and drawings of local children imagining what their
playground could be.

In some cases, corporations provide the entire financial support, but often the cost
of the project is supported by a combination of business funding, fundraising by a
company’s employees, and fundraising and local dollars from the communities in
which playgrounds are built. For example, smaller companies may band together
through organizations such as Rotary Clubs or Kiwanis to sponsor a playground
build. 

Best Practice: Food Lion’s Nutritional Initiative 

Employee wellness and a focus on preventive health measures began in 2002 at
Food Lion, LLC, a grocery store chain in 11 southeastern and mid-Atlantic states,
and have evolved to become a companywide health initiative for customers and
employees. In fact, Karen Peterson, corporate communications manager, notes that
in fall 2008, Health Magazine named Food Lion one of the top 10 healthiest gro-
cery store chains in the United States.

The latest program, the Guiding Stars Nutrition Navigation System, a new effort that
labels food items sold in Food Lion stores based on their nutritional content, was
rolled out during summer 2008, first to the approximately 73,000 employees and
then to store customers. Many food products (more than 28,000 were evaluated) in
the stores receive one, two, or three stars for good, better, and best, depending on
nutritional content and based on a rating system following a specific algorithm. 

Communication with associates regarding the program rollout included sending
out materials to all stores for managers to go over with staff, a brochure, and online
materials through the Food Lion associates’ website. 

#8 Social Networking and Blogging

Social Networking
Recently, employers have recognized that social networking sites such as Face-
book, LinkedIn, and MySpace can be useful marketing and recruiting tools. Like-
wise, employees have increasingly been utilizing social networking sites for a
variety of uses, both personal and professional. Although these sites can be 
beneficial, their use can also have risks.

Discrimination. Some employers review social networking sites as a method of
screening applicants. Generally, once an applicant or employee posts something
on a public domain, such as a social networking site, an employer is free to view it.
However, by viewing candidate profiles, employers may learn more information
(e.g., race, disability, age, religion, family/marital status, sexual orientation) than the
employer could legally ask about directly.

Therefore, it is critical that employers base all interviewing and hiring decisions on
job-related criteria. Employers must also be aware that everything they find on a
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social networking site may not be current, accurate, or even placed there by the
prospective applicant, as users of these sites sometimes “pretext” or pretend to be
someone else. 

Background check laws. The federal Fair Credit Reporting Act (FCRA) requires
employers to obtain applicants’ consent when a third party conducts a back-
ground investigation. Some states also have their own background check laws. It is
unclear whether these laws would require consent from an applicant before an
employer or third party conducted an Internet search as part of a background
check. However, even if not legally required to do so, employers should consider
getting consent so that applicants are on notice that the information they post on
social networking sites may be reviewed by the employer. 

Employers are checking social networking sites. Nearly 27 percent of employ-
ers say they check job candidates’ profiles on social networking sites like MySpace
and Facebook or use Google to search for online information on prospective
employees, according to a survey by the National Association of Colleges and
Employers (NACE). 

Marilyn Mackes, NACE executive director, says job hunters need to keep in mind
that information they have posted online and made public could be viewed by
potential employers. Among respondents that reported checking social networking
sites or using Google, just 7.4 percent said that it was standard practice and that
they conduct such a check on all or most of their job candidates. Slightly more
than 41 percent said they check online profiles occasionally, and 35.3 percent
characterized their use of this practice as “infrequent.” The 2009 survey included
253 respondents from NACE’s employer membership. 

Monitoring employee use of social networking sites. The limited case law in
this area does not address social networking in the employment setting. However,
the few cases in this area suggest that courts will be reluctant to uphold an inva-
sion of privacy claim (whether based on the federal constitution or state common
law) when an employee voluntarily posts information on a public site. 

For example, a California state court rejected an invasion of privacy claim by a 
college student who posted an essay highly critical of her home town on a social
networking site (Moreno v. Hanford Sentinel, 172 Cal. App. 4th 1125 (2009)). The 
student’s former school principal forwarded the post to a local newspaper, which
published it. The student and her family subsequently received hostile treatment
from community members, including some death threats. The student claimed that
the school principal invaded her privacy by sending the post to the newspaper. 

The court rejected her claim, noting that she posted the essay on a social network-
ing site available to anyone with Internet access. The court did, however, permit the
student to pursue a claim of intentional infliction of emotional distress against the
principal. 

On the basis of this case, employers should be aware that while it may not be an
invasion of privacy to access an employee’s social networking site, actions taken
based on the information on the site may lead to liability under other legal theories.
Also, some states have laws prohibiting employers from taking adverse action against
an employee for engaging in legal activities while off-duty. An employer in a state
with such a law may face liability if it takes adverse action against an employee
because of the employee’s legal activities shown on a social networking site.
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Practice tip: Because this area of the law is in its infancy, employers should con-
sult with legal counsel before taking adverse action against an employee because
of his or her posts on a social networking site. 

Right to organize. Another possible concern for employers that monitor employee
use of social networking sites is the NLRA, which protects employees’ right to engage
in concerted activity regarding terms and conditions of employment. The NLRA
applies to both unionized and nonunionized workplaces. If employees use social
networking sites to discuss employment conditions, employers may be liable for an
unfair labor practice if they appear to be interfering with those discussions. 

Employees’ use of social networking sites. Employers may find that employees
use social networking sites to post positive information about their organization’s
products or work culture. Unfortunately, employee posts can also be detrimental to
employers. Therefore, employers should have policies in place setting forth their
expectations regarding employee’s social networking as it relates to the employer.
Such policies should prohibit:

� Harassment of co-workers or customers;

� Interference or disruption of work because of social networking;

� Exposing trade secrets or other proprietary company information; and

� Disparaging comments about the company or its employees.

It is also a good idea to train employees on the proper and improper uses of social
networking at or relating to work.

Some Social Media Basics Employers Should Know 

As companies begin to use social media websites as part of their marketing or
communication efforts, Millennials (those individuals born between 1982 and
2001) have already been using social media in their daily lives. 

According to David Bauer, president of Ethos Business Law and a practicing 
attorney, “Millennials use social media as a communication tool, even more than 
e-mail. They embrace it; they understand it.” This was the opening statement of an
August webinar he facilitated with Carol Russell, CEO of Russell Herder. Russell
added, “As [more] Millennials move into the workplace, social media is a tool that
many use for all communication. If you block the use of social media, you will be
stopping communication—period!” In other words, it’s better to structure social
media use than to forbid employees to use it.

According to a recent survey conducted by Ethos Business Law and Russell
Herder, “Eight in 10 respondents believe that social media can enhance relation-
ships with customers/clients and build brand reputation.” Many respondents “feel
such networking can be valuable in recruitment (69 percent), as a customer serv-
ice tool (64 percent), and can be used to enhance employee morale (46 percent).
The most popular vehicles being used include Facebook (80 percent), Twitter (66
percent), YouTube (55 percent), LinkedIn (49 percent), and blogs (43 percent).” 

Whether your organization wants to formally begin to use social media as a mar-
keting, relationship-building, and recruiting tool, or you need to know about social
media because your staff may already be using it and mentioning the company or
products, here is a brief overview of social media and advice for structuring its use.
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Social media websites have been categorized as business-related or consumer-
related, but there has been a blending of the categories lately. For example, busi-
nesses are beginning to use websites such as Facebook, a site that started as a
purely social site frequented by students. LinkedIn and Twitter are other social
media websites that businesses use to reach out to stakeholders and prospective
customers. 

Bauer provided advice regarding social media use. “First, define the strategy for
using social media within your organization. This should be formed and defined
out of the company’s philosophy and culture and where the organization wants to
go with social media.” 

Social media policy. Once you define the strategy, remember that the same basic
policies apply in social media spaces as in other areas of your employees’ work
lives, he explained. Reviewing current company policies regarding e-mail and
other forms of communication might be a good place to begin to formulate a
social media policy. 

When to use a disclaimer. Define for employees how to identify potential con-
flicts of interest, commented Bauer. Provide examples so employees understand
how and when there might be conflicts of interest when they mix business and
personal blogs (online, informal journal-type communication), “Tweets” (commu-
nications of 140 characters or less) through Twitter, or other types of social media.
“When a communication or personal blog is traceable back to the company, it’s
important to have a disclaimer [noting that this is not the company’s opinion, posi-
tion, etc., but a personal post],” explains Bauer. 

Training. Once policies and procedures have been put into place, training every
employee in every department at every level of the company is critical and should
be ongoing to keep it fresh in employees’ minds, notes Bauer. 

Blogging
A blog (short for “Web log”) is an online journal where the writer posts his or her
opinions on the Internet about any topic—including the workplace. Blogging has
grown quickly in recent years with regard to both the number of individuals read-
ing and posting to blogs and the number of blogs available on the Internet. There
have been a number of highly publicized cases in which employees were disci-
plined or fired for disclosing confidential or proprietary information about their
companies and/or describing their employers in an unflattering light.

Legal considerations. When addressing blogging by employees, employers
should be aware of legal issues such as the employee’s right to free speech and
free association and the right to be free from restriction on off-duty activities. Many
states prohibit employers from taking action against employees who engage in
lawful off-duty activities. However, blogs can also be used to harass or defame co-
workers or others. If the company allows the employee to use company facilities to
create or maintain the blog, the company may be liable for the illegal actions of
the employee.

In order to prevent inappropriate blogging, employers should consider adding a
blogging provision to any existing Internet or electronic communication policy or
creating a separate policy on blogging.

37©Business & Legal Reports, Inc. 30610800



Blogging Policy 

Issues and questions to consider when formulating a blogging policy include: 

� Confidentiality. Describe what obligations employees have to maintain the
company’s and customers’ proprietary information in confidence (including
existing policies, contracts, and laws regulating confidential information).

� Respect of dignity. Include a statement that the blogger should respect the 
dignity of others and refrain from posting personal information about or 
pictures of co-workers, supervisors, or managers.

� Competitors. May employees use a blog to tout competitors? Criticize 
competitors? Disparage competitors? Defame competitors?

� Identification. Are employees permitted to reference the company in their
blog entries? If yes, employees should be asked to include a disclaimer stating
that the blog posting represents their personal opinions and is not the official
position of the company.

� Business developments/ideas. If an employer requires employees to dis-
close all business developments or ideas that are within the scope of the com-
pany’s business, include such a statement in the blog policy.

� Media. May employees comment to the media about the company’s business
or about customers? May they publicly criticize customers? Vendors? Co-work-
ers? Supervisors or managers? The company?

� Facilities. May employees use company facilities to develop, design, and
maintain their websites/blogs? Are employees permitted to read and post mes-
sages to blogs during work time or from the workplace?

� Monitoring. State that the company monitors its facilities, e.g., Internet, com-
puter systems, networks for compliance with this policy, and monitors the use
of its name and trademarks on the Internet.

� Deleting. State that the company will delete from its website, files, computer
systems, and storage media any unauthorized materials it may find, at any time,
and without notice.

� Correlate with other policies. Include references to related policies such as
computer and Internet use policies, confidentiality, duty of loyalty, media,
harassment, proprietary rights, copyrights, and the like.

� Discipline. What discipline will be imposed if the employee violates the pol-
icy? Generally, employers should reserve the right to decide the appropriate
level of discipline in any given circumstance, up to and including the immedi-
ate termination of employment.

#9 HR Metrics

Metrics are not unique to the HR profession. They are used in almost every area of
business, in government, and in education. A metric is simply a way to measure
and track key performance indicators. In education, the key metric is often student
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performance on standardized tests, which is then used to drive educational priori-
ties to improve performance on the next round of tests.

Metrics are used in Human Resources to measure and track the performance of a
company’s largest investment, its investment in human capital. More to the point,
HR metrics measure the performance of a company’s investment in hiring, train-
ing, and retaining employees.

What to Measure
Deciding what to measure is very important. Metrics should be tied directly to 
the business issues facing the company. These might include a need to cut costs
because of price competition, improve customer satisfaction, or develop new 
technology to keep pace with competitors. 

To be effective, the metric should not just report results but show a cause-and-
effect relationship. In addition, to the extent possible, the HR professional should
try to use formulas, ratios, and language commonly used by the organization’s
other business leaders. 

For instance, ROI (return on investment) is universally understood in the business
world. A company’s investment in human capital (its employees) is usually its
largest investment. And the HR professional needs to take the lead in identifying
where these resources can best be allocated to meet the company’s goals and
how to hire, develop, and retain the human capital the company needs to stay
competitive now and in the future.

A good metric is one that provides decision makers with the data needed to make
fact-based decisions. One example of a metric is measuring turnover in an organi-
zation. It is helpful to know what percent of the total number of employees left the
company during the year. However, it is probably more useful to know how many
of those people left voluntarily as opposed to those who left involuntarily. 

When choosing what to measure in your organization, consider the following:

� Use data that are readily available and can be gathered at regular intervals.

� Use the ratios, formulas, key performance measures, and language used by
business leaders.

� Include measures of results and quality—don’t limit the focus to costs.

� Tie metrics directly to the key challenges facing the business and the results
that must be achieved.

� Use only metrics that add value in making decisions.

� Keep it simple. Metrics don’t have to be complicated.

� Identify and compare results to key competitors whenever possible.

� Measure ROI, cost/benefit ratios, and impact on problems identified by 
business leaders.

� Avoid soft metrics based on feelings or intuition about a program, and use 
hard metrics or data to drive fact-based decision making.
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Types of Metrics Available to HR
Metrics generally measure one of the following:

� Increased job performance (e.g., new recruiting program resulted in new
employees with first year job performance ratings that are 30 percent higher
than under the old program) 

� ROI (e.g., new commission plan resulted in $100 of increased sales for each
additional commission dollar paid) 

� Impact of a program on revenue

� Decreased costs

There are a potentially endless number of metrics available to the HR professional.
The key is to pick metrics that focus on key issues and tell the story. It may be that 
a series of single metrics when viewed together tell the story better than a single
metric examined in isolation.

Following are some of the metrics the HR professional may want to consider for
each functional area of Human Resources:

Metrics for the Recruiting Function

The recruiting or employment area is focused on hiring the employees the 
organization needs to meet its goals. Measurements include: 

� Time to fill a vacancy 

� Quantity and quality of applications based on recruiting source

� HR cost per hire

� Voluntary turnover rate of new hires during first year of employment

� Percent of new hires performing above average by the end of the first year 

� Percent of new hires performing below expectations by the end of the first year

� Involuntary turnover rate during the first year of employment 

� Satisfaction of managers with the hiring process based on survey of hiring
managers

� Quality and retention rates of new hires by recruiting source 

� Diversity ratios of new hires

In most cases, no single metric will adequately gauge the performance of the
recruiting function. Rather, some combination of the metrics listed above along
with others created by the organization will provide the information necessary to
measure performance and effectiveness. The use of several individual metrics to
measure a function is often referred to as an “HR scorecard” and will provide a
more complete story of how the recruiting function is meeting goals.

Metrics for Employee Relations

The employee relations function is different from the other HR functions in that it
is a little harder to quantify. However, if the employee relations professionals are
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doing the job right, the company should see fewer lawsuits and complaints filed
with state agencies, lower settlements when complaints are filed, and better out-
comes when there are performance issues and/or conflicts in the workplace. 

Some of the metrics that can be used to measure employee relations include: 

� Number of complaints filed by employees

� Percent of complaints that proceed to a state agency, court, or other external
dispute resolution

� Amount of time taken to resolve an internal complaint 

� Percent of cases resolved with no money paid out by the company 

� Percent of cases where large financial settlements or awards were made 

� Breakdown of the types of complaints made by employees by department
(e.g., sexual harassment, race)

� Costs associated with employee relations as percent of total operating costs

� Percent of cases where documentation was inadequate 

� Number of sexual harassment complaints

� Number of complaints of unfair treatment 

� Number of hours spent on training managers on employee relations issues 

� Data from employee surveys on various employee relations issues such as
understanding of policies

� Dollars spent on attorney’s fees

� Dollars spent on attorney’s fees as a percent of total employee-relations costs

As with recruiting, companies will probably want to use some combination of
these metrics as their employee relations dashboard. Comparisons from year to
year will help evaluate the effectiveness of the employee-relations function.

Metrics for Compensation Programs

Compensation programs are all about the numbers and, as a result, metrics are rel-
atively easy to apply. Measurements may include: 

� Compensation costs per dollar of profit

� Compensation costs per dollar of revenue 

� Analysis of performance and production levels of employees paid in the top
30 percent of their salary range

� Total compensation costs as a percent of total company operating costs 

� Analysis of compensation levels to the marketplace and key competitors 

� Forecast compensation needs based on future plans 

� Compensation mix, meaning fixed salaries versus performance-driven 
compensation
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Metrics for Training Programs

Training is another area that can be difficult to quantify. However, it may be helpful
to look at metrics that target the type of training and what it was intended to
accomplish. 

For instance, metrics for training programs can include: 

� Cost of sales training as a percent of total sales

� Increases in hours of sales training compared to increases in sales

� Changes in performance levels of employees who received training 

� Percentage of employees that cite lack of training or advancement as a reason
for leaving

� Identification of key employees and percent that have received training

� Percent of performance appraisals that include training goals for employees

Strategic Alignment
The role of HR is changing as fast as technology and the global marketplace. Histori-
cally, the HR department was viewed as administrative overhead. HR processed pay-
roll, handled benefits administration, kept personnel files and other records, managed
the hiring process, and provided other administrative support to the business.

These functions were viewed as administrative necessities, but not as integral parts
of the core business. Today, many of these old administrative functions have been
automated and/or outsourced. The positive result of these changes is that HR pro-
fessionals have the opportunity to play a more strategic role in the business.

Business leaders focus on revenue, profit growth, market share, new products, and
increasing capacity. These can all be measured using metrics that describe the cur-
rent situation, compare current numbers with previous years’ or with a competi-
tor’s position, and quantify goals and measure progress. By measuring the current
situation compared with quantifiable goals, business leaders make data-driven
decisions. 

In order to be a business leader, the HR professional must utilize a similar
approach to decision making, one based on data and facts. Decisions related to
the allocation of resources, technology purchases, succession planning, hiring and
retention, training, employee performance, compensation programs, and outsourc-
ing HR functions can all be based on data compiled through the use of appropri-
ate metrics.

Measuring Your Results
Don’t forget that the quality of results is as important as quantity or cost. Calculate
ROI whenever possible to make the business case for HR. Use metrics to identify
trends and head off problems on the horizon. Don’t be afraid of data or of measur-
ing results. Metrics can add to the HR professional’s credibility and garner support
for HR programs.
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#10 Privacy and Identity Theft

Privacy
Several states have enacted statutory or constitutional provisions guaranteeing
their citizens the right to privacy from certain intrusions. In the absence of a state
constitutional provision or existing law, however, private employees enjoy relatively
little freedom from workplace intrusion. Therefore, private employees must look to
common, or judge-made, law to find privacy protections.

There are essentially four common-law privacy claims that are available to private
employees. These are:

Intrusion into an individual’s private solitude or seclusion. An employee
may allege this form of privacy invasion when an employer unreasonably searches
(e.g., a locker or desk drawer) or conducts surveillance (e.g., dressing rooms) in
areas in which an employee has a legitimate expectation of privacy. An employer’s
improper questioning of an employee (e.g., sexual habits or orientation) may also
give rise to this type of claim.

Note: Under this claim, the employer’s intrusion into the employee’s private affairs
must involve a genuinely private matter and must also be of such a nature that a
reasonable person would deem the intrusion to be “offensive.” Therefore, an
employer’s receipt of employee test scores after the conclusion of a company-
sponsored training session will most likely not be judged offensive. However, an
employer’s unjustified investigation into an employee’s privately funded and ongo-
ing psychiatric treatment may be viewed as offensive.

Public disclosure of private facts. An employee may claim this form of privacy
invasion when an employer publicly discloses private and arguably embarrassing
facts about an employee to a wide audience without his or her permission. In order
to sustain such a claim, however, an employee must be able to show that the infor-
mation was genuinely private, the employer’s publication of the information was
offensive by reasonable standards, and the employee suffered a resulting injury. For
example, an employer’s communication to employees that a co-worker had under-
gone a mastectomy might be an unreasonable publication of private facts.

Portraying an individual in a false light. Under this theory, if an employer
attributes a false or offensive conduct or characteristic to an employee that is not
true (e.g., criminal activity), the employee may claim invasion of privacy.

Use of an individual’s name or likeness. When an employer uses an
employee’s photograph, likeness, or attributes specific statements to an employee
without his or her permission, an individual may have a valid misappropriation
claim (e.g., the employer publishes an employee’s photograph or likeness on com-
pany brochures without first obtaining the employee’s consent). The overriding
principle governing such claims is that an individual has an exclusive right to his
or her identity. To prevent such claims, employers should obtain a release from the
employee before using his or her name or likeness.
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New Federal Privacy Law Barring Genetic Bias

The new Genetic Information Nondiscrimination Act (GINA), discussed on page 9,
protects the confidentiality of individual genetic information. Under the law,
“genetic information” is defined to include information about an individual’s
genetic tests, genetic tests of family members, and a disease or disorder in the fam-
ily. GINA applies to both insurers and employers. 

Group and individual health insurers are prohibited from using genetic informa-
tion to determine insurance eligibility. Increasing an insurance premium based on
genetic information is also prohibited. 

GINA prohibits employers from discriminating against employees or applicants based
on genetic information. The law applies to all public employers, private employers
with 15 or more employees, employment agencies, and labor organizations. 

Both insurers and employers are prohibited from requesting or requiring individu-
als to undergo genetic testing. However, an employer can collect information to
monitor the biological effects of toxic substances in the workplace if: 

1. Written notice is given to the employee; 

2. The individual gives written informed consent in advance, or the monitoring is
required by law; 

3. The individual receives the results; 

4. The monitoring is in compliance with federal or state regulations; and 

5. The employer receives only aggregated monitoring results without information
about specific individuals. There are other exceptions, including one for bona
fide wellness programs that protect individually identifiable information. 

GINA also has confidentiality requirements. Any genetic information that an
employer lawfully possesses must be treated as a confidential medical record.
GINA’s requirements for confidentiality are the same as the requirements under
the ADA. Therefore, if employers comply with the ADA’s confidentiality require-
ments and keep medical information on separate forms and in separate medical
files, they’ll be in compliance with GINA. 

Covered employers should update their nondiscrimination policies to reflect
GINA’s provisions. In addition, requests for information from healthcare providers
should be reviewed to avoid obtaining genetic information from care providers.
Specific language that reminds the provider not to send genetic information can
be added, depending on the type of request. The law’s provisions for insurers took
effect in June 2009 and for employers, in November 2009. 

Employer Procedures for Handling Address Discrepancies on
Consumer Reports

Under the Fair and Accurate Credit Transaction Act of 2003 (FACTA) Section 113
(15 USC 1681c), two rules dictate how employers must handle address discrepan-
cies on consumer reports. 

1. Section 113 applies to all employers. When providing a consumer report to an
employer (or any consumer report user), a nationwide consumer reporting agency
(CRA) must provide a notice of discrepancy to the employer if the address pro-
vided by the employer in its request for the report “substantially differs” from the
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address CRA has on file. All employers must develop and implement policies and
procedures for verifying the identity of the consumer when there is an address 
discrepancy. These policies and procedures could include:

� Verifying the address with the consumer about whom it has requested the
report

� Verifying the consumer’s identity in accordance with the requirements of
the Customer Information Program (CIP) rules

� Reviewing the employer’s own records (such as applications, change of
address notifications, customer account records, or retained CIP documen-
tation) to verify the address of the consumer

� Verifying the address through third-party sources

� Using other reasonable means

After reconciling the address, an employer must send a confirmed address back to
CRA if the following three conditions are met:

� The employer has formed a reasonable belief that the consumer is, in fact,
the same person as the person identified in the consumer report;

� The employer has a continuing relationship with the consumer; and

� The employer regularly and in the ordinary course of business provides 
information to CRA.

2. FACTA Section 114 contains additional requirements for financial insti-
tutions and creditors. Financial institutions and creditors must also develop
and implement a written Identity Theft Prevention Program that is designed to
prevent and mitigate identity theft by detecting and responding to red flags
that indicate there may be identity theft occurring in one or more of a com-
pany’s accounts (15 USC 1681m).

Identity Theft
The Federal Trade Commission (FTC) predicts that in 5 years, the majority of Amer-
icans will have been victimized by identity theft. Much of the identity theft that
occurs in the workplace happens when employees steal personal information of
the company’s co-workers, customers, or clients via their employer’s computer sys-
tem. Identity theft also threatens enterprise security, enabling corporate espionage
and fraud, and theft of hard assets and intellectual property. 

Large-scale or frequent identity thefts also results in significant negative publicity,
impacting sales, partnerships, and employee recruiting and retention. Therefore,
employers need to carefully control access to employee and customer financial
information (via password protection); carefully control the transfer of such infor-
mation; and carefully control the destruction/recycling of company documents. 

Employers also suffer other significant costs when their employees experience
identity theft. Conservative calculations based on current identity theft figures indi-
cate that an employer with 1,000 employees, who make an average of $40,000
salary per year, should expect to incur productivity losses of more than $600,000
per year. 
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Employers who are concerned about identity theft hire outside consultants to per-
form a “penetration test” to assess the security of their computer systems. Such con-
sultants will try to hack into your computer system (and will most likely succeed)
and in doing so, will discover your weak points and help you fix them. 

Identity Theft Law Requires Employer Compliance

A provision of the FACTA states that any employer whose action or inaction results
in the loss of employee information can be fined by federal and state government,
and sued in civil court. An employee is entitled to recover actual damages sus-
tained if their identity is stolen due to the employer’s inaction, or statutory dam-
ages up to $1,000. Employees may also bring class action suits against employers
for actual and punitive damages. In addition, federal fines of up to $2,500 per
employee and state fines of up to $1,000 per employee may also be levied. 

Protection as an Employee Benefit 

One solution that provides an affirmative defense against potential fines, fees, and
lawsuits is to offer some sort of identity theft protection as an employee benefit. An
employer can choose whether to pay for this benefit. The key is to make the protec-
tion available, and have a mandatory employee meeting on identity theft and the
protection you are making available, similar to what most employers do for health
insurance. 

Most Workers Trust that Employers Protect Personal Info

According to a survey by the American Payroll Association, 88 percent of employ-
ees are confident their company protects their personal information from identity
theft. The online survey asked respondents: “How confident are you that your
employer adequately protects your vital personal information from data
breaches/identity theft?” Nearly 40,000 of the 45,180 respondents indicated they
were either confident or very confident that their employer adequately protects
their personal information. 

When choosing the best alternative for protecting your employees and your 
company from identity theft, consider the four types of protection available: 

� Computer protection. Antivirus, antispyware, wireless security, etc. 

� Guidance on protecting against a variety of exposures of personal data
from shredding documents, to opting out of marketing databases, to tracking
data in Social Security, driving, medical, and financial databases 

� Credit monitoring at varying levels of frequency, sometimes with alert serv-
ices in the event of credit inquiries or changes 

� Insurance coverage, sometimes including assistance with identity recovery
activities 

A common theme to all of the “state-of-the-art” issues discussed above is the bal-
ance between a company’s interest in operating a profitable and safe workplace,
and the employee’s interest in maintaining his or her privacy in an increasingly
public world.

When formulating policies that balance the employers interest with the
employee’s interest in privacy, consider the following suggestions:
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� Create appropriate notifications to employees about what you will monitor
and when you will have the right to search or conduct surveillance. Dissemi-
nate your policies frequently to reduce employees’ expectations of privacy.

� Tell employees specifically how you will protect their personal health 
information.

� Adopt a “minimum necessary” standard for monitoring, searching, or collect-
ing medical information. Avoid using a baseball bat if a flyswatter would
accomplish what you want. If you’re concerned only about computer visits to
porn sites, say so, and don’t penalize people who shop online unless you note
low productivity.

� Implement other safeguards, beyond those for personal health information, to
protect personal information such as Social Security numbers, home
addresses, and other data that can be used in identity theft.

� Train your supervisors and managers to abide carefully by your privacy poli-
cies. For example, remind them not to disclose a subordinate’s medical condi-
tion to co-workers or other supervisors without the employee’s express
permission. Tell them to ask HR and/or legal counsel if questions arise.

� Review not only federal privacy protections but also, more importantly, the laws
specific to the states where you do business. 

State Data Breach Notification Laws

Most states now have laws requiring employers to give notice to affected residents
in the event of a security breach. This is important in the context of personnel
records because these records often contain the personal information these laws
aim to protect. 

Providing notice under these security breach laws is both time-consuming and
expensive. One way employers can help prevent identity theft and unauthorized
access to confidential records is encryption software. Many state security breach
laws provide an exception for records that have been encrypted, or rendered
unreadable. The cost of purchasing and installing this type of software may save
employers many headaches down the road. 

State data breach notification laws started in California, as so many trends, legal
and otherwise, do. When most of us were just beginning to worry about identity
theft, California passed a “breach of security” law. It required any business or indus-
try that collects personal information about individuals to notify all affected indi-
viduals if it learns that those data have been stolen or accessed by an
unauthorized person.

Although California’s law was passed in 2002, most other states didn’t begin enact-
ing similar legislation until 2005 or later. There was a much-publicized trigger: Early
in 2005, Georgia-based ChoicePoint confessed that it had inadvertently sold data
on approximately 145,000 U.S. consumers to Nigerian thieves during the second
half of 2004. However, the company, which conducts background checks and drug
tests and verifies identity and credentials for thousands of people, followed the
only breach of security law that existed then—California’s. Individuals around that
state whose data had been stolen were individually notified. That got the attention
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of legislators in other states, who have been rushing ever since to put their own
notification laws in place. 

These statutes cover companies that maintain confidential data containing per-
sonal information, including an individual’s name accompanied by, for instance, a
Social Security number, driver’s license number, credit or debit card or financial
account information, and access code or password. Once the firm is aware that
such data are no longer secure, it must determine whether there is a reasonable
possibility that the data will be misused. If that’s possible, the company must notify
all affected state residents as promptly as possible. 

In most states, notice must be given in writing, by telephone, or, if that’s the way the
firm usually communicates with the consumer, by e-mail. Many statutes provide
that if the number of individuals involved makes the notification overly burden-
some, or the firm doesn’t have enough consumer contact information to handle
the task, other media can be used—usually e-mail, posting on the company’s web-
site, and notice in major statewide media.

Conclusion

We hope that you have enjoyed this special report, and that you found the informa-
tion contained in this report useful. BLR strives to provide Human Resources pro-
fessionals with practical and easy-to-use information on a wide variety of topics. If
you would like to see the complete library of publications available through BLR,
please visit our website at www.blr.com or call our Customer Service Department
at 800-727-5257.
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